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WebTitan isatrademark of Coppefagen Techndogies Limited.
CONTACTING WEBTITAN CUSTOMER SUPPORT

Y ou can request support by phone or email 24 hours aday, 7 days a week. During our
office hours (4am to 10pm EST, Monday to Friday excluding holidays), one of our
engineers will contad you in regponseto your request.

Telephone: US:+1 813 501 3610K:+44 203 318 9223 IRL:+353 91 545555

Email: hel pdesk @webtitan.com
Web: http://www.webtitan.com
Forum: http://helpdeskwebtitan.com/support/discussions

WEBTITAN WELCOMES YOUR COMMENTS

We want to know about any corredions or clarifications that you would find useful in
our documentation, which will help us improve future versions. Include the foll owing
information:

A Version of the manual that you are using
A Section and page number
A Your suggestions about the manual

Send your comments and suggestions to us at the following email address:
marketing@copperfasten.com

Revision History

Version Changes

1.0 December 2014 Initial Revision
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Preface

The WebTitan Administrators Guide is designed to help system administrators to
understand the operation of the WebTitan appliance. This guide provides an overview
of the key product feaures, along with information about how to set up, manage, and
monitor the WebTitan appliance. Theseinstructions are intended for an experienced
system administrator with knowledge of networking and email administration.

Conventions

The following conventions are used in this guide:

Convention Use

Bold Indicates the name of a user interface itemef@mple, a
dialog box, menu, or button.

Italics Indicates the title of a document.

courier  font Indicates a file name, path, or text that the user enters.
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| ntroduction

This chapter provides an overview of the WebTitan Appliance.

WebTitan Product Overview

WebTitan is a complete internet monitoring product, which provides organisations with
protection for data from malware and other internet threas such as viruses, pyware
and phishing. WebTitan aso provides user policy browsing tools to ensure adherence
to corporate internet palicies.

Feature St

Includes proxy server and cache

URL Filtering 1 53 predefined categories, customizable caegory credion
Granular policy engine based on users and groups
Content control

Application controls

Antivirus protecton

Simple download and install ation process

Plug and Play solution

Highly-effective web filtering capabilities

ISO and VMware® options

Easyto set up in 30 minutes

Web-based administrative GUI

Multiple automated reports for entire user activity

vy > > > D> > D> D> D> D>y D> D> D>

Automated system updates including URL filters, antivirus updates, version
releases and system backup

LDAP integration

>\
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Setting up the Appliance

This chapter describes how to set up the WebTitan appliance and how to medify t
interface settings.

Importing a License

System Setup | Users & Groups | Policies | Filtering | Updates | Settings Reporting | Logs | Support
Licensing ~ Network  Authentication Proxy ~Cache Time
“
Select license file to import: Lz
License Information °
License Details:
Description: ‘WebTitan Production License
License Number: ‘WTP-3-0050-948568
ype: Production
Number of Users: 50
tatus: License Valid
Licensee Information:
Organization: ‘WebTitan Test
Address: 1st Floor Mazars Place
Salthill
Galway
Co. Galway
E

John Dolan
jdolan@webiitan.com

Issued Date: December 02, 2012

Update Expiry Date: January 01,2015
License Usage:
Max. Daily Usage: 0

Y ou cannot proceed to use WebTitan until you successfully load a WebTitan license.
The Select licensefile to import option enables you to load the WebTitan licensefile.

The licensefile is a.key file, which is distributed to you viaemail. Seled the key file

from the dialog displayed and click Open. Click on the Import button to complete the
operation.

The Li censel nformation secton displays details about the licensethat is currently
loaded.

WebTitan,1st Floor Mazars Place, Salthill, Galway, Ireland. t: +1 201 984-3128, e: info@webtitan.com
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Configuring WebTitan in the Networ k

System Setup | Users & Groups Policies | Filtering ‘ Updates Settings Management Reporting Logs Support
Licensing Network ~Authentication Proxy Cache Al ation Time estart
Network Configuration “

IP CONFIGURATION [ClecyilEVUISl DNS SETTINGS | STATIC ROUTES — EMAIL SETTINGS

Hostname 3 weblitan23 S

The Hostname is the short name (not the fully-qualified name) for the WebTitan
appliance.

Click the Save button to save changes to the System Detail s section.

Network Configuration

System Setup | Users & Groups | Policies | Filtering | Updates | Settings Management Reporting | Logs | Support

Licensing  Metwork ~Authentication Proxy Cache Time
“
HOSTNAME = DNSSETTINGS  STATIC ROUTES — EMAIL SETTINGS
IP address: 101255
Subnet mask: 25525500
Default route: 10.4.0.1 Save

The entries in the Network Configuration section are as follows:

Entry Description
IP address: The IP address of the WebTitan appliance.
Subnet mask: The associated subnet mask for the network
segment.
Default The IP address of the next outbound hop from the
route: WebTitan. Appliance
DNS Settings
o

IP CONFIGURATION ~ HOSTNAME lEEoapi el STATIC ROUTES — EMAIL SETTINGS

Domain: example com TR

DNS Server(s): [ Name server options |

‘E.E.E.B 7 X |

The Domain Name System (DNS) is a distributed, hierarchicd system that provides a
method for identifying hosts on the Internet. DNS uses alphanumeric names called
fully- qualified domain names (FQDNSs) instead of using numeric IP addresses that are
difficult to remember.
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The entries in th®NS Settingssection are as follows:

Entry Description
Domain name: The domain name of the WebTitan appliance.
DNS Server(s): The IP address of tHerimary DNS server and

the IP addresses of any secarydDNS servers
for the appliance.

The primary DNS server should be the fastest
DNS server accessible to the appliance. Click
Add to add each IP address.

Click the Savebuttonto save changes to tRNS Settingssection.

SMTP Settings
°

IP CONFIGURATION ~ HOSTNAME =~ DNS SETTINGS = STATIC ROUTES WS'LUE-Spiliey

Email Server:

Notification Period: Every 15 minutes -

Sender Email Address: nolifier@webtitan example. com TR

Notifications fran the WebTitan appliance are sent to a specified email address on an
SMTP server. You use tI®MTP Settingssection to specify the STMP server and the
frequency of the email notifications, as follows:

Entry Description

SMTP Server: The SMTP server to whHicemail notifications
from WebTitan are sent.

WebTitan sends email notifications when users
attempt to access blocked URLs or when system
updates are ready for installation. You specify
the email address to which notifications are sent
in thePolicy sectia.

Notification The frequency at which notifications are sent to
Period: the specified email address. The options are
Every 15 minutes, Every 30 minutes, Every hour,
or Every 2 hoursThe default is Every 15
minutes.

Click the Savebuttonto save changeto theSMTP Settingssection.

WebTitan,1st Floor Mazars Place, Salthill, Galway, Ireland. t: +1 201 984-3128, e: info@webtitan.com
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Static Routes
)

IP CONFIGURATION | HOSTNAME =~ DNSSETTINGS [RSIEUIeLGII=- EMAIL SETTINGS

[ Network = Subnet Mask Gateway Type Active Comment Options |
|| Mo static routes definied |

If you have complex routing requirements, then you may need to manipulate the
network routing tables by adding static routes.

Note: Static routes are not usually required.

The Static Routessection displaysie details about any static routes that are already
defined for the appliance. To add a static route, click ottk.. button. TheStatic
Route dialog is displayed.

The entries on th8tatic Routesdlialog are as follows:

Entry Description

Destination type: This dropdown list enables you to specify if the
static route is for a Network subnet or a Host
address.

Destination: The IP address of a host or network located

outside the subnet of the WebTitan appliance, to
which data can be routed.

Mask: The sibnet mask for the destination host or
network.

Gateway: The IP address of the next hop intermediary that
can be used to reach the destination host or
network.

Active: This check box indicates whether or not the

static route is active.

To edit an existig static route, click on tr “ icon in theOptions column. To delete
an existing static route, click on t * icon in theOptions column.

1C
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System Setup Users & Groups Policies ‘ Filtering ‘ Updates ‘ Settings ‘ Management ‘ Reporting Logs Support
Licensing  Network Authentication Proxy Cache Autoconfiguration Time  Shutdown/Restart
Authentication Policy L]

Enable Authentication: ON

Policy type: NTLM based authentication -

Enable IP Session: OFF

Number of NTLM authenticators: 20 -

The Authentication section allows you to define how users authenticate tHeesst®
WebTitan before accessing external web sites.

By default, authentication is disabled, which means that any user is accepted by the
WebTitan appliance without authentication. When authentication is disabled, filtering is
determined by the 'Defaufiltering policy and all users will be shown in reports as
'‘Anonymous?®

To enable authentication and select an authentication method, click Bnahie

button. When you click on thénable button, thePolicy type drop-down list is

displayed. Thé?olicy type drop-down list allows you to select the authentication

method that you warnb use. There are currently five methods of authentication allowed
in WebTitan, agollows:

A IP based authentication - this method of authentication maps usersto IP
addresses. With this method, WebTitan proxies requests if the IP address of the
connecting client islisted in a specific user policy. This method of authentication is
trangparent to the end user. See the Users & Groups > Users secfon for
information about how to map an IP address to a user.

A L DAP based authentication - the Lightweight Directory Application Protocol
(LDAP) method authenticates users against an LDAP database. See the Users &
Groups > Users secion for information about how to import users from an LDAP
database. When WebTitan receives a new request from an unauthenticated client, it
prompts the user for the LDAP username/password and then proceeds to validate
those credentials against the LDAP server(s). If the entered credentials are
incorrect, the user will not be able to browse the Internet.

A 1P and L DAP based authentication - this method of authentication combines both
the IP-based authentication with the LDAP-based authentication. If a user policy
exists for the connecing IP address, then the request is automaticaly proxied.
Otherwise, the user is prompted for the LDAP credentials.

A NTLM based authentication - the NT LAN Manager (NTLM) method is another
method of achieving web filter authentication. In thisinstance, authentication is

trangparent to the end user. If the NTLM credentids of the user do not match a user u
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within WebTitan, the user is assigned the 'Default’ policy and appeas in reports as

‘anon-webtitan'.

A IP and NTLM based authentication - this method of authentication combines
both the IP-based authentication with the NTLM-based authentication. If a user
policy exists for the connecing IP address, then the request is automaticdly
proxied. Otherwise, WebTitan attempts to authenticae the user using the NTLM

credentials.
For IP and LDAP bsed authentication methodsetfollowing further entries are
displayed:
Entry Applies to Description

Enable IP Session:
LDAP and NTLM

If you select.DAP based authentication
or IP andLDAP based authentication
this optionallows you to enable an IP
sesfon. Toenable or disable this option,
click on theEnable or Disable button, as
appropriate.

IP Session TTL
(minutes):
LDAP and NTLM

This text box allows you to specify the
Time to Live (TTL) in minutes fowhich
the authentication and tlessociated
sesion remains activéVhen the specified
TTL is exceededhe session times out.

For IP-based authentication, tie Session
TTL is enabled by defauétnd has a default
value of 30 minuted-or LDAP-based
authentication, onca user is authenticated
via LDAP forthe first request, you have the
option toaccept future requests during the
IP session TTLinterval, based on the
address of the connecting client.

Terminal Serve(s) IP
(optional) LDAP and
NTLM

If you wish to use IP sessions in your
network andyou have terminal serveysu
can add these machines IP addrebses,
to exclude their IP from beingssigned to a
specific username for thength of your IP
sessions TTL.

12
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Number of basic
authenticators:
LDAP and NTLM

If you select_DAP basedauthentication

or IP andLDAP based authenticationyou
maychoose the number of LDAP
authentication processes that are running
that can perform validation. If there are a
large number of users in the system, taky
require validation. The mor@uthentication
proaesses that are runniripe faster the
validation is performedlhe default is 50.
The recommendeamount is approximately
half of yourusers.

If your network uses the NTLM authentication server, then the NTLM users can be
transparently authenticated agst the WebTitan web filter, using their Microsoft
Windows credentials. To enable NTLM authentication, you must specify the details of
your NTLM server, as follows:

Entry

Description

NT domain name:

The domain name of the Windows NT
server.

Primary domain
controller name:

The name of the primary domasontroller.
This is configured whewou set up the
LDAP/Active Directoryserver

Primary domain

controller IP address:

The IP address of the LDAP/Active
Directory server

Backup domain
controller name:

Thename of a backup domadontroller.
This domain controller igsed if the
primary domain controllefails, this is
optional.

Backup domain

controller IP address:

The IP address of the backup domain
controller.

Username: The name of the user who hagrights to
configure the LDAPor Active Directory
server. £ is1ot permitted in the username.

Password: The password for accessing the

LDAP/Active Directory server. £ is not
permitted inthe password.

WebTitan,1st Floor Mazars Place, Salthill, Galway, Ireland. t: +1 201 984-3128, e: info@webtitan.com
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Number of NTLM The number of NTLM augntication
authenticators: processes that are running that panform

validation. If thereare a large number of
usersin the system, they alequire
validation. The morauthentication
processes that aranning, the faster the
validation isperformed. The default i901

14
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Configuring the Proxy

Appliance Proxy
0

Proxy Port Number: 3881

Enable X-Forwarded-For header: ON Disable

Enable Via header: ON Disable

Proxy Administrator:

Y ou use the Appliance Proxy sedion to configure the proxy for the WebTitan
appliance, as foll ows:

Entry Description

Proxy Port Number: This is the port number for th&ebTitan
proxy. You musspecify a prt number
that is notalready in use. The default is

8881.
Enable X-Forwarded- The X-ForwardedFor (XFF) HTTP
For- Header: header is a de facto standard for

identifying the originating IP addres$ a
client connecting to a web sertrough
a HTTP proxy If you enablehis option,
when you send a requéabktough a series
of proxy servers, thpacket is modified
from server teserver so that a trace is kept
of wherethe original request came from.
If you do not enable this option, the
packetcontains theddress of the last
serveronly, so the end recipient only
knowswhere the packet last came from,
notwhere the packet originated. By
default, this option is enabled.

Enable Via Header: If you enable this option, the patiiken
by requests is recorded. Bgfault, this
option is enabled.

Click the Save button to save changego the Appliance Proxy section.

Upstream Proxy
C

Enable Upstream proxy: OFF Enable

WebTitan,1st Floor Mazars Place, Salthill, Galway, Ireland. t: +1 201 984-3128, e: info@webtitan.com
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You can use th&lpstream Proxy section to define a second upstream proxy for the
appliance. To enable a second proxy, click orhable button. By default, the
upstream proxy is disabled.

When you click on th&nable button, the following entries are displayed:

Entry Description

Upstream proxy The IP address of the upstream proxy that
address: you want touse.

Upstream proxy port The port number of the upstream proxy.
number:

Forward requests to A drop-down list that enables you to
upstream proxy: specify whichtraffic you want to divert to

the upstream proxy. Theptions areAll
traffic, Selected domains or All except
selected domas. The default iSelected
domains You can specify the domains that
you want to include oexclude from
diversion in theSelected domaingext box
described below.

Selected domains: You can use this text box to enter domain
names whosegequests you wadrio divert or
specifically not divert tdhe upstream
proxy. Type the domain name in the text
box and click theAdd button. Eacldomain
that you add is listed in the table displayed
below the text box. To remove a domain
name from thédist, click on the ¢on
adjacent to the domain.

To disable the upstream proxy, click on thisable button.

Click the Savebuttonto save changes to thipstream Proxy section

1€
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Transparent Proxy/WCCP

WebTitan can be set up to operate as a transparent proxy by going ystéma Setup >
Proxy tab and enabling 'Transparent Proxy Settings' as shown below, then from the
Transparent Proxy Mode dropdown menu seletitline Passthrough.

Enable Transparent Proxy:

Transpareat Proxy Mode: ke passdheoug n

Externally to WebTitan, network traffic must be directed to the appliance by either using
a retwork device or configuring the client browser to use WebTitan as a default gateway
as follows.

To configure WebTitan to act in conjunction with a Cisco router using WCCP version 2
you enable WCCP by going to the System Setup > Proxy tab and erBdaimgparent
Proxy Settings then from thélransparent Proxy Mode dropdown menu select

WCCP After enabling WCCP, you must enter the address of the WCCP enabled Cisco
router that you want to use as shown below.

Enable Transparent Proxy: on cisable.

Transparent Proxy Mode:

1P Address of Router:

Field Description

IP Address of the Router Normally the Internal IP address of the
CISCO device
Tunnel IP address This isthe Router Identifier see your

CISCO device using
Ghow weep webcachécommand

You can use NTLM Authenticationith the Transparent Proxy Mode by selectifi§
basedh ut h e n tviathea'SysteonrSétup > Authentication tabtl installing
WebTitan Active Directory Agent (WADA) on your Windows Domain Controller see
our Quick Guide to Authentication

Going to https sites when in transparent mode can cause your Web Browser to return
warnings about possible man in the middle attacks and certificate warhingeable
WebTitan to filter https traffic in this mode and to eliminate such certificate messages
please see the sectionBiltering > SSL inspection This option must be enabled to
properly filter https traffic in transparent mode.

When run in transpant mode, WebTitan has a built in firewall which can be used to
bypass or block traffic from all web filtering based on IP and/or Port criteria. This
provides the ability to bypass/block certain protocols, hosts/subnets or external servers.

17
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“
Page: |1 « b Entriesperpage: 20 Showing 0 - 0 of 0 items
| Protocol - Source IP Source Mask Destination IP Destination Mask Dest. Port Description Enabled Options ‘
|| 1o records found. |
Enable Disable Delete Add...
o
page: |1 4 b Enties perpage: | 20 ~ Showing 0 - 0 of 0 items

| Protocol - Source IP Source Mask Destination IP Destination Mask Dest. Port Description Enabled Options ‘
|| o records found. |

Enable Disable Delete Add...

Example I: Granting unfiltered access for the CEO may be achieved by bypassing the
web filter for all trafficfromtheir source IP address.

Example 2:If clients are unable to communicate with web applications through the web
filter then you can bypass filtering foll #daffic to the destination web server(s).

Example 3:Block compromised machines in your organization from accessing the
Internet.

To add an IP bypass rule to the list, click onAldel... button. TheSpecify ipfw rule
properties dialog is displayed. Thentries in this dialog are as follows:

@ Specify ipfw rule properties X
Protocol: Al -

Source: Any i
Destination: Any -
Destination Port: 0

Description:

Disable Rule:

Field Description
Protocol: Specify the protocol to be used for the rule:

A All Do not filter based on the protocol
A TCP The rule only applies to TCP traffic
A UDP The rule only applies to UDP traffic

18
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Source: SelectAny to apply this rule to all client IP
addressesSelectHost to have this rule apply to a
specific clientHost computer and tHgource IP
input field will bedisplayed. Seledtletwork to
have this rule apply ta specific client subnet and
the Source IPMask dropdown field will also be
displayed to allowyou choose the network mask.

Destination: SelectAny to apply this rule to all external IP
addressesSekect Host to have this rule applieal
a specific externaiost computer and the
Destination IP inputfield will be displayed.
SelectNetwork to have this rule apply @
specific external subnet and tBeurce IPMask
dropdown field will also be displayed to alloxwu
choose the network mask.

Destination If the rule is to be applied to a specifiort on

Port: externaldestination server(s) specify the port
number here. Yoaan enter a port number, a
comma separated list of po(ts spaces) or a port
range using". If the rule is to bepplied to all
destination ports specify O.

Description: Enter anoptional comment which describes this
rule.
Disable Rule: To disable the rule without deleting it, select the

Disable Rulecheckbox.

Click on the Save button to save changes t&thexify ipfw rule propertiesdialog or

Click on theCancelbutton to ignore the changes and close the dialog.
To edit an existing rule, click on the icon in theOptions column.

To deletean existing rule, click on thZ* icon in theOptions column.

To delete multiplerules, select the rules to delete and click orziaketebutton.

To disablemultiple rules, select the rules to disable and click onEigable button.
To enable multiple rules, select the rules to enable and click orEihable button.

To disable Transparent Proxy/WCCP, click onEhigable button.

WebTitan Active Directory Agent (WADA)

When using the transparent proxy with NTLM / LDAP Authentication, WebTitan
cannot identify each user authenticated. Any user going through the proxy without
WADA process r un nonygouwi | | appear as i

For information on VRADA please go tavww.webtitan.conto download th&VADA 1e
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binaryand its separate documentation.
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Configuring the CacheSdtings

SystemSetup | Users& Groups | Policies | Fittering | Updates Settings Management Reporting Logs Support

Licensing Network Authentication Proxy Cache Autoconfiguration Time  Shutdown/Restart
Cache Proxy L]

Caching enabled: ON Disable

Clear Cache Clear

Add

Bypass caching for domains: [ Domain options |

You can use th€ache Proxysection to configure the cache settings for the WebTitan
appliance. To enable WebTitan to use caching for performance purposes, click on the
Enable button. By default, caching is enabled. To disable caching, click ddisladle
button.

The disk space allocated to the cache depends on the amount of disk s$iadige ini
allocated to the WebTitan appliance. The following table describes how the cache is

allocated:
WebTitan disk space Amount of disk space allocated to
cache
> 10GB 75%
1GB-10GB 50%
<1GB 100MB

To clear the cache and free up the disk spacecgoiclick on theClear button.

If you enable caching, you can also choose to bypass caching for certain domain names.
For example, you may want to disable caching for websites where the content is
changing rapidly. To bypass caching for a domain, entetdh&in name in the text

box provided and click on th&dd button.

Click the Savebuttonto save changes to tlkache Proxysection

21
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Configuring Web Browsersto AccessWebTitan

Autoconfiguration ©

WPAD Setup Wizard:

Edit existing WPAD File:

You can guide web browsers to use WebTitan by configuring the web brestsegs.
You can do this in one of the following ways:

A Manually set the proxy configuration
A Automatically detect the proxy settings for the network
A Provide a URL to a wpad.dat file, which contains the network proxy settings

The latter two options requitbe use of a wpad.dat file. WebTitan provides two
different methods of creating a wpad file, via WAD Setup Wizard or by editing
the existing WPAD file itself.

To create a WPAD file via the wizard click tiéizard button. This will open up the
following window. Enter the IP address you have given WebTitan here in the WebTitan
Proxy section.

% Create WPAD Wizard x

Common Questions
@oo [ <

= What is WPAD?

1. WEBTITAN PROXY = How do I get my users to
i automatically use the WebTitan
‘WebTitan FQDN/IP: 10.1.2.55 proxy?
f = How can I exclude web servers

in my internal network from been
proxied through WebTitan?

FODN/IP refers to the Fully Qualified Dom.

= How do I exclude certain
networks from using the proxy?

= How do I configure proxy setfings
using Group Policy Management
(GPO)?

Click the right arrow to access the Bypass for URLs window, &itikble and add urls
to this field to have them bypass being proxied by WebTitan.

22
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@ Create WPAD Wizard

X

C Questions

C@o < >
What is WPAD?

2. BYPASS FOR URLS = How do I get my users to

f automatically use the WebTitan
Disable [z

EBypass URLs: ON

: = How can I exclude web servers
in my internal network from been
proxied through WebTitan?

i| URL Options = How do I exclude certain

! No records found networks from using the proxy?

Add = How do I configure proxy settings
using Group Policy Management
(GPO)?

\Bypass URLs can be used to exclude internal websites/urls from using the proxy, e.q.

| “intranet™ or "*.mycompany.com’

Click the righ arrow to access the Bypass for Networks window, dickble and add
the IP s and subnets of any networks that will not go through the WebTitan proxy.

© Create WPAD Wizard

X

Common Questions
What is WPAD?

3. BYPASS FOR NETWORKS « How do I get my users to

f automatically use the WebTitan

1 : proxy?

\Bypass networks: ON Disable

: = How can I exclude web servers
in my internal network from been

proxied through WebTitan?

E Network/IP Subnet Mask Options = How do I exclude certain

' Mo records found networks from using the proxy?

/24 (255.255.255.0) - Add = How do I configure proxy settings
' using Group Policy Management
(GPO)?

Bypass networks allow you to specify that certain client IP addresses andfor subnets will
Lot used the proxy.

Click Saveto save your changes, cli@ancelto cancel them. On the right hand side of
the window tlere are links to some common WPAD questions.

To edit the WPAD file itself click ofdit besideEdit existing WPAD File, you may

now edit its contents. Copy and paste the wpad file you wish to use into this box or edit
it to suit your needs and then clidletSavebutton to save these settings to the

WebTitan system.
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Once you have saved the wpad file to WebTitan, you can configure the browser to
directly pick up your proxy configuration by entering the URL for WebTitan, for
example:

http://10.0.0.183/wpad.dat

To configure the web browser to atdetect the proxy settings, you need to amend your
DNS settings and configure an alias for the WPAD entry. For example, you could add
the following as an alias:

10.0.0.131 W PAD

24
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System Setup | Users & Groups | Policies ‘ Filtering | Updates Settings Management Reporting Logs Support
Licensing Network Authentication Proxy Cache Al ation  Time ‘Restart
C

Current Time: Wed Nov 19 10:20:30 2014
Timezone: Europe/Dublin -

NTP: No NTP synchronization -

Date: November ¥ 19 ¥ 2014 «

Time: 0 > 20~

NTP Sync Save

You can use thBate and Timesection to set the date and time settings for the
appliance, as follows:

Entry Description

Timezone: Use this drogdown list to select the time zone in
whichthe appliance is located.

NTP: Use this drogdown list to select whether or not to use
Network Time Protocol (NTP3ynchronizatiorfor the
appliance. The default o NTPsynchronization

Date: Use the drogdown lists to set the current date.

Time: Use the drogdown lists to sethe current time.

To instantlysynchronizehe appliance with the NTP, click on tNGP Syncbutton.
Click the Savebuttonto save changes to tB&ate and Timesection.

Note: The NTP synchronisation does not work if you are using VMWare.
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Changing the Administrator Pasword

System Setup | Users & Groups. Policies ‘ Filtering ‘ Updates. Settings Management Reporting | Logs Support

Change Password  Inferface Seftings ~ Secure Administration ~ Access  Backup

Change Password

old Password:

New Password:

Confirm New Password:

The Change Passwordsection enables you to change the administrator password that
you use to log in to WebTitan. To change the password, do the following:
1. Type the old password in tl@d Passwordtext box.
Type the new password ithe New Passwordext box.
Type the new password again in tbenfirm New Passwordtext box.

w N

Click on theSavebutton.

»

2€
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Changing the Interface Settings

System Setup Users & Groups Policies ‘ Filtering ‘ Updates Settings Management Reporting Logs Support

Change Password  Interface Settings ~ Secure Administration  Access  Backup

Interface Setfings L)
Lose: W E B B TITAN
upload New Logo: Choose file | No file chosen

Set Page Title: WebTitan

Choose a colour scheme Choose Reset.

Reset to UI Defaults: 1800 Reset

TheInterface Settingssection determines how the WebTitan user interface is
presented. The settja that you can modify are as follows:

Entry Description

Logo: The logo is the logo that is displayed at the top |
side of every screen.

Upload New Logo: To change the logo, click on tiBrowse...button
to select a new image file for the logo. Clahk the
Savebutton to display the new logo in the user
interface.

Set Page Title Change the title displayed in the browser tab fro
WebTitan

Choose Colour Scheme Change all the Ul colour scheme colours. Selec
Choosewill bring up a dialog allowing gu to each
Ul component to whatever colour you wa@tick
the Resetbutton torevert any changes back to th

original.

Ul Timeout Period: The period of inactivity in the user interface aftel
which the user is logged out of WebTitan. defau
is 30

Resé to Defaults: To reset the interface settings described above

the default settings that are included with the
appliance, click on thResetbutton.

27
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Below is an example of a new Colour Scheme, with every change made a preview area
below is generatechewing your new scheme. These changes will not be saved until
you click Save

The AccessDenied Page section allows you to customize the display page that is
presented if users try to access a page that they are not permitted to view.

Y ou can do this by modifying the following fields:

Entry Description
Title: This is the heading of your access denied
page.

28
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