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Preface 
 

The WebTitan Administrators Guide is designed to help system administrators to 

understand the operation of the WebTitan appliance. This guide provides an overview 

of the key product features, along with information about how to set up, manage, and 

monitor the WebTitan appliance. These instructions are intended for an experienced 

system administrator with knowledge of networking and email administration. 

Conventions 

The following conventions are used in this guide: 

Convention Use 

Bold Indicates the name of a user interface item, for example, a 

dialog box, menu, or button. 

Italics Indicates the title of a document. 

courier  font  Indicates a file name, path, or text that the user enters. 
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1 
Introduction 

This chapter provides an overview of the WebTitan Appliance. 

WebTitan Product Overview 
 

WebTitan is a complete internet monitoring product, which provides organisations with 

protection for data from malware and other internet threats such as viruses, spyware 

and phishing. WebTitan also provides user policy browsing tools to ensure adherence 

to corporate internet policies. 

Feature Set 
 

Á Includes proxy server and cache 

Á URL Filtering ï 53 predefined categories, customizable category creation 

Á Granular policy engine based on users and groups 

Á Content control 

Á Application controls 

Á Antivirus protection 

Á Simple download and installation process 

Á Plug and Play solution 

Á Highly-effective web filtering capabilities 

Á ISO and VMware® options 

Á Easy to set up in 30 minutes 

Á Web-based administrative GUI 

Á Multiple automated reports for entire user activity 

Á Automated system updates including URL filters, antivirus updates, version 

releases and system backup 

Á LDAP integration 

http://www.webtitan.com/products/webtitan-iso
http://www.webtitan.com/products/webtitan-vmware
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2 
Setting up the Appliance 

 

This chapter describes how to set up the WebTitan appliance and how to modify the 

interface settings. 

Impor ting a L icense 

 

You cannot proceed to use WebTitan until you successfully load a WebTitan license. 

The Select license file to impor t option enables you to load the WebTitan license file. 

The license file is a .key fi le, which is distributed to you via email. Select the key file 

from the dialog displayed and click Open. Click on the Impor t button to complete the 

operation. 

The Li cense Information section displays details about the license that is currently 

loaded. 
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Configur ing WebTitan in the Network 

System Details 

 

The Hostname is the short name (not the fully-qualified name) for the WebTitan 

appliance. 

Click the Save button to save changes to the System Details section. 

Network Configuration 

 

The entries in the Network Configuration section are as follows: 

Entry  Description 

IP address: The IP address of the WebTitan appliance. 

Subnet mask: The associated subnet mask for the network 

segment. 

Default 

route: 
The IP address of the next outbound hop from the 

WebTitan. Appliance 

DNS Settings 

 

The Domain Name System (DNS) is a distributed, hierarchical system that provides a 

method for identifying hosts on the Internet. DNS uses alphanumeric names called 

fully- qualified domain names (FQDNs) instead of using numeric IP addresses that are 

diff icult to remember. 
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The entries in the DNS Settings section are as follows: 

Entry  Description 

Domain name: The domain name of the WebTitan appliance. 

DNS Server(s): The IP address of the Primary DNS server and 

the IP addresses of any secondary DNS servers 

for the appliance. 

The primary DNS server should be the fastest 

DNS server accessible to the appliance. Click 

Add to add each IP address. 

 

Click the Save button to save changes to the DNS Settings section. 

SMTP Settings 

 

Notifications from the WebTitan appliance are sent to a specified email address on an 

SMTP server. You use the SMTP Settings section to specify the STMP server and the 

frequency of the email notifications, as follows: 

Entry  Description 

SMTP Server: The SMTP server to which email notifications 

from WebTitan are sent. 

WebTitan sends email notifications when users 

attempt to access blocked URLs or when system 

updates are ready for installation. You specify 

the email address to which notifications are sent 

in the Policy section. 

Notification 

Period: 
The frequency at which notifications are sent to 

the specified email address. The options are 

Every 15 minutes, Every 30 minutes, Every hour, 

or Every 2 hours. The default is Every 15 

minutes. 

 

Click the Save button to save changes to the SMTP Settings section. 
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Static Routes 

 

If you have complex routing requirements, then you may need to manipulate the 

network routing tables by adding static routes. 

Note: Static routes are not usually required. 

The Static Routes section displays the details about any static routes that are already 

defined for the appliance. To add a static route, click on the Add... button. The Static 

Route dialog is displayed. 

The entries on the Static Routes dialog are as follows: 

Entry  Description 

Destination type: This drop-down list enables you to specify if the 

static route is for a Network subnet or a Host 

address. 

Destination: The IP address of a host or network located 

outside the subnet of the WebTitan appliance, to 

which data can be routed. 

Mask: The subnet mask for the destination host or 

network. 

Gateway: The IP address of the next hop intermediary that 

can be used to reach the destination host or 

network. 

Active: This check box indicates whether or not the 

static route is active. 

To edit an existing static route, click on the  icon in the Options column. To delete 

an existing static route, click on the  icon in the Options column. 
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Specifying an Authentication Method 

 

The Authentication section allows you to define how users authenticate themselves to 

WebTitan before accessing external web sites. 

By default, authentication is disabled, which means that any user is accepted by the 

WebTitan appliance without authentication. When authentication is disabled, filtering is 

determined by the 'Default' filtering policy and all users will be shown in reports as 

'Anonymousô. 

To enable authentication and select an authentication method, click on the Enable 

button. When you click on the Enable button, the Policy type drop-down list is 

displayed. The Policy type drop-down list allows you to select the authentication 

method that you want to use. There are currently five methods of authentication allowed 

in WebTitan, as follows: 

Á IP based authentication - this method of authentication maps users to IP 

addresses. With this method, WebTitan proxies requests if the IP address of the 

connecting client is listed in a specific user policy. This method of authentication is 

transparent to the end user. See the Users &  Groups > Users section for 

information about how to map an IP address to a user. 

Á LDAP based authentication - the Lightweight Directory Application Protocol 

(LDAP) method authenticates users against an LDAP database. See the Users &  

Groups > Users section for information about how to import users from an LDAP 

database. When WebTitan receives a new request from an unauthenticated client, it 

prompts the user for the LDAP username/password and then proceeds to validate 

those credentials against the LDAP server(s). If the entered credentials are 

incorrect, the user will not be able to browse the Internet. 

Á IP and LDAP based authentication - this method of authentication combines both 

the IP-based authentication with the LDAP-based authentication. If a user policy 

exists for the connecting IP address, then the request is automatically proxied. 

Otherwise, the user is prompted for the LDAP credentials. 

Á NTLM based authentication - the NT LAN Manager (NTLM) method is another 

method of achieving web filter authentication. In this instance, authentication is 

transparent to the end user. If the NTLM credentials of the user do not match a user 
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within WebTitan, the user is assigned the 'Default' policy and appears in reports as 

'anon-webtitan'. 

Á IP and NTLM based authentication - this method of authentication combines 

both the IP-based authentication with the NTLM-based authentication. If a user 

policy exists for the connecting IP address, then the request is automatically 

proxied. Otherwise, WebTitan attempts to authenticate the user using the NTLM 

credentials. 

For IP and LDAP based authentication methods, the following further entries are 

displayed: 

Entry  Applies to Description 

Enable IP Session: 

LDAP and NTLM  
If you select LDAP based authentication 

or IP and LDAP  based authentication, 

this option allows you to enable an IP 

session. To enable or disable this option, 

click on the Enable or Disable button, as 

appropriate. 

IP Session TTL 

(minutes): 

LDAP and NTLM  

This text box allows you to specify the 

Time to Live (TTL) in minutes for which 

the authentication and the associated 

session remains active. When the specified 

TTL is exceeded, the session times out. 

For IP-based authentication, the IP Session 

TTL  is enabled by default and has a default 

value of 30 minutes. For LDAP-based 

authentication, once a user is authenticated 

via LDAP for the first request, you have the 

option to accept future requests during the 

IP session TTL interval, based on the IP 

address of the connecting client. 

Terminal Server(s) IP 

(optional) LDAP and 

NTLM  

If you wish to use IP sessions in your 

network and you have terminal servers you 

can add these machines IP addresses here, 

to exclude their IP from being assigned to a 

specific username for the length of your IP 

sessions TTL. 
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Number of basic 

authenticators: 

LDAP and NTLM  

If you select LDAP based authentication 

or IP and LDAP based authentication you 

may choose the number of LDAP 

authentication processes that are running 

that can perform validation. If there are a 

large number of users in the system, they all 

require validation. The more authentication 

processes that are running, the faster the 

validation is performed. The default is 50. 

The recommended amount is approximately 

half of your users. 

 

If your network uses the NTLM authentication server, then the NTLM users can be 

transparently authenticated against the WebTitan web filter, using their Microsoft 

Windows credentials. To enable NTLM authentication, you must specify the details of 

your NTLM server, as follows: 

Entry  Description 

NT domain name: The domain name of the Windows NT 

server. 

Primary domain 

controller name: 
The name of the primary domain controller. 

This is configured when you set up the 

LDAP/Active Directory server 

Primary domain 

controller IP address: 
The IP address of the LDAP/Active 

Directory server 

Backup domain 

controller name: 
The name of a backup domain controller. 

This domain controller is used if the 

primary domain controller fails, this is 

optional. 

Backup domain 

controller IP address: 
The IP address of the backup domain 

controller. 

Username: The name of the user who has the rights to 

configure the LDAP or Active Directory 

server. £ is not permitted in the username. 

Password: The password for accessing the 

LDAP/Active Directory server. £ is not 

permitted in the password. 
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Number of NTLM 

authenticators: 
The number of NTLM authentication 

processes that are running that can perform 

validation. If there are a large number of 

users in the system, they all require 

validation. The more authentication 

processes that are running, the faster the 

validation is performed. The default is 10. 
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Configur ing the Proxy 

 Appliance Proxy 

 

You use the Appliance Proxy section to configure the proxy for the WebTitan 

appliance, as foll ows: 

Entry  Description 

Proxy Port Number: This is the port number for the WebTitan 

proxy. You must specify a port number 

that is not already in use. The default is 

8881. 

Enable X-Forwarded-

For- Header: 
The X-Forwarded-For (XFF) HTTP 

header is a de facto standard for 

identifying the originating IP address of a 

client connecting to a web server through 

a HTTP proxy. If you enable this option, 

when you send a request through a series 

of proxy servers, the packet is modified 

from server to server so that a trace is kept 

of where the original request came from. 

If you do not enable this option, the 

packet contains the address of the last 

server only, so the end recipient only 

knows where the packet last came from, 

not where the packet originated. By 

default, this option is enabled. 

Enable Via Header: If you enable this option, the path taken 

by requests is recorded. By default, this 

option is enabled. 

 

Click the Save button to save changes to the Appliance Proxy section. 

Upstream Proxy 
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You can use the Upstream Proxy section to define a second upstream proxy for the 

appliance. To enable a second proxy, click on the Enable button. By default, the 

upstream proxy is disabled. 

When you click on the Enable button, the following entries are displayed: 

Entry  Description 

Upstream proxy 

address: 
The IP address of the upstream proxy that 

you want to use. 

Upstream proxy port 

number: 
The port number of the upstream proxy. 

Forward requests to 

upstream proxy: 
A drop-down list that enables you to 

specify which traffic you want to divert to 

the upstream proxy. The options are All 

traffic, Selected domains or All except 

selected domains. The default is Selected 

domains. You can specify the domains that 

you want to include or exclude from 

diversion in the Selected domains text box 

described below. 

Selected domains: You can use this text box to enter domain 

names whose requests you want to divert or 

specifically not divert to the upstream 

proxy. Type the domain name in the text 

box and click the Add button. Each domain 

that you add is listed in the table displayed 

below the text box. To remove a domain 

name from the list, click on the icon 

adjacent to the domain. 

 

To disable the upstream proxy, click on the Disable button. 

Click the Save button to save changes to the Upstream Proxy section. 
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Transparent Proxy/WCCP 

WebTitan can be set up to operate as a transparent proxy by going to the System Setup > 

Proxy tab and enabling 'Transparent Proxy Settings' as shown below, then from the 

Transparent Proxy Mode dropdown menu select Inline Pass-through. 

 

Externally to WebTitan, network traffic must be directed to the appliance by either using 

a network device or configuring the client browser to use WebTitan as a default gateway 

as follows. 

To configure WebTitan to act in conjunction with a Cisco router using WCCP version 2 

you enable WCCP by going to the System Setup > Proxy tab and enabling Transparent 

Proxy Settings, then from the Transparent Proxy Mode dropdown menu select 

WCCP After enabling WCCP, you must enter the address of the WCCP enabled Cisco 

router that you want to use as shown below. 

 

 

Field  Description  

IP Address of the Router  Normally the Internal IP address of the 
CISCO device 

Tunnel IP address  This is the Router Identifier see your 
CISCO device using ; 

Ȱshow wccp web-cacheȱ command 

 

You can use NTLM Authentication with the Transparent Proxy Mode by selecting ñIP 

based authenticationò via the 'System Setup > Authentication tab' and installing 

WebTitan Active Directory Agent (WADA) on your Windows Domain Controller see 

our Quick Guide to Authentication . 

Going to https sites when in transparent mode can cause your Web Browser to return 

warnings about possible man in the middle attacks and certificate warnings. To enable 

WebTitan to filter https traffic in this mode and to eliminate such certificate messages 

please see the section on Filtering > SSL inspection. This option must be enabled to 

properly filter https traffic in transparent mode. 

When run in transparent mode, WebTitan has a built in firewall which can be used to 

bypass or block traffic from all web filtering based on IP and/or Port criteria. This 

provides the ability to bypass/block certain protocols, hosts/subnets or external servers. 

http://download.webtitan.com/manuals/webtitan_quickstart_AUTH.pdf
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Example l: Granting unfiltered access for the CEO may be achieved by bypassing the 

web filter for all traffic from their source IP address. 

Example 2: If clients are unable to communicate with web applications through the web 

filter then you can bypass filtering for all traffic to the destination web server(s). 

Example 3: Block compromised machines in your organization from accessing the 

Internet. 

To add an IP bypass rule to the list, click on the Add... button. The Specify ipfw rule 

properties dialog is displayed. The entries in this dialog are as follows: 

 

Field Description 

Protocol: Specify the protocol to be used for the rule: 

Å All  Do not filter based on the protocol 

Å TCP The rule only applies to TCP traffic 

Å UDP The rule only applies to UDP traffic 
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Source: Select Any to apply this rule to all client IP 

addresses. Select Host to have this rule apply to a 

specific client Host computer and the Source IP 

input field will be displayed. Select Network to 

have this rule apply to a specific client subnet and 

the Source IP Mask dropdown field will also be 

displayed to allow you choose the network mask. 

Destination: Select Any to apply this rule to all external IP 

addresses. Select Host to have this rule applied to 

a specific external Host computer and the 

Destination IP input field will  be displayed. 

Select Network to have this rule apply to a 

specific external subnet and the Source IP Mask 

dropdown field will also be displayed to allow you 

choose the network mask. 

Destination 

Port:  
If the rule is to be applied to a specific port on 

external destination server(s) specify the port 

number here. You can enter a port number, a 

comma separated list of ports (no spaces) or a port 

range using '-'. If the rule is to be applied to all 

destination ports specify O. 

Description: Enter an optional comment which describes this 

rule. 

Disable Rule: To disable the rule without deleting it, select the 

Disable Rule checkbox. 

 

Click on the Save button to save changes to the Specify ipfw rule properties dialog or 

Click on the Cancel button to ignore the changes and close the dialog. 

To edit an existing rule, click on the  icon in the Options column. 

To delete an existing rule, click on the  icon in the Options column. 

To delete multiple rules, select the rules to delete and click on the Delete button. 

To disable multiple  rules, select the rules to disable and click on the Disable button. 

To enable multiple rules, select the rules to enable and click on the Enable button. 

To disable Transparent Proxy/WCCP, click on the Disable button.  

WebTitan Active Directory Agent (WADA) 
 

When using the transparent proxy with NTLM / LDAP Authentication, WebTitan 

cannot identify each user authenticated. Any user going through the proxy without 

WADA process running will appear as ñAnonymousò. 

For information on WADA please go to www.webtitan.com to download the WADA 

http://www.webtitan.com/
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binary and its separate documentation. 
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Configur ing the Cache Settings 
 

 

You can use the Cache Proxy section to configure the cache settings for the WebTitan 

appliance. To enable WebTitan to use caching for performance purposes, click on the 

Enable button. By default, caching is enabled. To disable caching, click on the Disable 

button. 

The disk space allocated to the cache depends on the amount of disk space initially 

allocated to the WebTitan appliance. The following table describes how the cache is 

allocated: 

WebTitan disk space Amount of disk space allocated to 

cache 

> 10GB 75% 

1GB - 10GB 50% 

< 1GB 100MB 

 

To clear the cache and free up the disk space, you can click on the Clear button. 

If you enable caching, you can also choose to bypass caching for certain domain names. 

For example, you may want to disable caching for websites where the content is 

changing rapidly. To bypass caching for a domain, enter the domain name in the text 

box provided and click on the Add button. 

Click the Save button to save changes to the Cache Proxy section. 
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Configur ing Web Browsers to Access WebTitan 
 

 

You can guide web browsers to use WebTitan by configuring the web browser settings. 

You can do this in one of the following ways: 

Á Manually set the proxy configuration 

Á Automatically detect the proxy settings for the network 

Á Provide a URL to a wpad.dat file, which contains the network proxy settings 

The latter two options require the use of a wpad.dat file. WebTitan provides two 

different methods of creating a wpad file, via the WPAD Setup Wizard or by editing 

the existing WPAD file itself. 

To create a WPAD file via the wizard click the Wizard  button. This will open up the 

following window. Enter the IP address you have given WebTitan here in the WebTitan 

Proxy section. 

 

Click the right arrow to access the Bypass for URLs window, click Enable and add urls 

to this field to have them bypass being proxied by WebTitan. 
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Click the right arrow to access the Bypass for Networks window, click Enable and add 

the IP s and subnets of any networks that will not go through the WebTitan proxy. 

 

Click Save to save your changes, click Cancel to cancel them. On the right hand side of 

the window there are links to some common WPAD questions. 

To edit the WPAD file itself click on Edit  beside Edit existing WPAD File, you may 

now edit its contents. Copy and paste the wpad file you wish to use into this box or edit 

it to suit your needs and then click the Save button to save these settings to the 

WebTitan system. 
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Once you have saved the wpad file to WebTitan, you can configure the browser to 

directly pick up your proxy configuration by entering the URL for WebTitan, for 

example: 

http://10.0.0.183/wpad.dat  

To configure the web browser to auto-detect the proxy settings, you need to amend your 

DNS settings and configure an alias for the WPAD entry. For example, you could add 

the following as an alias: 

10.0.0.131 W PAD 

 

http://10.0.0.183/wpad.dat
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Configuring the Date and Time 
 

 

You can use the Date and Time section to set the date and time settings for the 

appliance, as follows: 

Entry  Description 

Timezone: Use this drop-down list to select the time zone in 

which the appliance is located. 

NTP: Use this drop-down list to select whether or not to use 

Network Time Protocol (NTP) synchronization for the 

appliance. The default is No NTP synchronization. 

Date: Use the drop-down lists to set the current date. 

Time: Use the drop-down lists to set the current time. 

 

To instantly synchronize the appliance with the NTP, click on the NTP Sync button. 

Click the Save button to save changes to the Date and Time section. 

Note: The NTP synchronisation does not work if you are using VMWare. 
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Changing the Administrator Password 
 

 

The Change Password section enables you to change the administrator password that 

you use to log in to WebTitan. To change the password, do the following: 

1. Type the old password in the Old Password text box. 

2. Type the new password in the New Password text box. 

3. Type the new password again in the Confirm New Password text box. 

4. Click on the Save button. 
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Changing the Interface Settings 

 

 

The Interface Settings section determines how the WebTitan user interface is 

presented. The settings that you can modify are as follows: 

Entry  Description 

Logo: The logo is the logo that is displayed at the top left 

side of every screen. 

Upload New Logo:  To change the logo, click on the Browse... button 

to select a new image file for the logo. Click on the 

Save button to display the new logo in the user 

interface. 

Set Page Title Change the title displayed in the browser tab from 

WebTitan 

Choose Colour Scheme Change all the UI colour scheme colours. Selecting 

Choose will bring up a dialog allowing you to each 

UI component to whatever colour you want. Click 

the Reset button to revert any changes back to the 

original. 

UI Timeout Period:  The period of inactivity in the user interface after 

which the user is logged out of WebTitan. default 

is 30  

Reset to Defaults:  To reset the interface settings described above to 

the default settings that are included with the 

appliance, click on the Reset button. 
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Below is an example of a new Colour Scheme, with every change made a preview area 

below is generated showing your new scheme. These changes will not be saved until 

you click Save. 

 

The Access Denied Page section allows you to customize the display page that is 

presented if users try to access a page that they are not permitted to view. 

You can do this by modifying the following fields: 

Entry  Description 

Title:  This is the heading of your access denied 

page. 
























































































































