W E B (P TITAN

Quickstart guide to Users, Groups, Policies and Filtering

Introduction

WebTitan operates on a filtering and policy basis. Filtering allows the WebTitan administrator to
operate a blanket approach to all users and groups, whereas the use of policies allows for a tailored
and more specific control method.

The basic premise of policies in WebTitan is
* A user is assigned to one or more groups.
* A group is assigned to one and only one policy.

» It is the most permissive setting of the combined policies assigned to a user that will apply.

Group 1 Policy 1
Most
permissive
User Group 2 Policy 2 combination
of the
policies
Group 3 Policy 3

This guide outlines how to create and link users, groups and policies. It also demonstrates where
filtering is set up within WebTitan and concludes with showing how web browsers can be
configured to use WebTitan.
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Users

Within WebTitan, a user can be created manually or imported from an LDAP server**.

** See http://webtitan.com/support/documentation for LDAP server importation details.

Once a user has been created, there are two methods by which an Internet browser can be linked to
the WebTitan user

* By manually assigning an IP address or range of [P addresses to a WebTitan user.

* By authenticating the Internet browser using one of the following authentication methods

@)

@)

IP based authentication

LDAP based authentication
NTLM based authentication

IP and LDAP based authentication
IP and NTLM based authentication

Manually assigning an IP address

By adding a new user or editing an existing user, a range of [P addresses or a specific IP address can
be assigned as demonstrated in the screen shot below.

¥ Edit User x
Username: [Demo Test
Fullname: |Demo
Description: [Demo of range and specific IP addresses
Managed via LDAP: Mo
IP Addresses: [ 18 Add
1110.0.0.62 >
2110.0.0.100-10.0.0.199 >
Groups: .
Available Selected
Default guests >
Administrators sales 25
Sin bin
devlopers
sales
gueskts

Sagcel
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Authenticating the Internet browser

WebTitan authenticiation settings are done via the System Setup > Authentication tab. As outlined
above, there are five available authentication methods. Below is a screenshot of example NTLM
based authentication settings.

Logged In: admin | Dashboard | Logout

W E B (B2 TITAN verson: 1.1

License: WTP-1-0050-606730

System Setup | Users & Groups ‘ Policies | Filtering | Updates Settings Reporting | Logs | Support

Licensing  Metwork  Authentication  Proxy Cache Autoconfiguration  Time  Shutdown/Restart

Authentication Policy 9

Enable Authentication: ON Disable |
Policy type: | NTLM based authentication 4|

NT domain name: |DOMAIN

Primary domain controller name: JHELLO|

Primary domain controller IP address:|10 0.020

Backup domain controller name: |

Backup domain controller IP address: |

Username: |adminislrat0r
Password: I..l...l
Number of NTLM authenticators: |1 0

Save |
WebTitan - Mozilla Firefox

IP, NTLM, IP and NTLM based authentication methods are transparent to the end user, whereas
with LDAP, the end user will be prompted for their username/password when they open their first
Internet browser. They will not be prompted after this.
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Groups

Once you have your users created, then you will need to set up your groups. If you have imported
your users and groups using LDAP, then this will not be neccessary. However, if you have manually
created your users, or elected to just import your users and not the groups from LDAP, then you will
need to do this.

Groups are created in the Users and Groups > Groups tab. When a Group is been created, it must be
assigned to a policy. If you do not have any bespoke policies created, then you can assign your new
group to one of three policies provided by WebTitan which are 'Default’, 'Administrators' and 'Deny
everything'. Any groups imported via LDAP will be automatically assigned the 'Default' policy.
The screen shot below shows the 'Default' policy been assigned to a new group called 'Demo
Group'.

¢ Specify group properties ¥
Name: [Demo Group

Description: |Demn group

Disable group: r

Created by LDAP?: FALSE

Filtering policy: E—Nn Policy Selected— j
— Mo Policy Selected—

Administrators
Deny everthing
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Once you group has been created, a user can be assigned to it or more policies by editing an existing
user or adding a new one. Simply drag and drop a group from the 'Available' list to the 'Selected'
list. The screen shot belows shows the 'guests' and 'sales' groups have been assigned to the 'Demo

Test' user.
¥ Edit User x
Username: |Demo Test
Fullname: |Demo
Description: |Dema ofrange and specific IP addresses

Managed via LDAP:

IP Addresses:

Groups:

Mo

—

10.0.0.62

]

10.0.0.100-10.0.0.199

Available

Selected

Default

guests X

Administrators

sales X

Sin bin

devlopers

sales

guests

When this assignment is saved, the two groups assigned to the user will be listed beside it as shown

below.

[ses N C
Page: 1 2 3 Entries per page: I 5 'l Showing 11- 11 of 11 items
User Groups Options
Demo Test sales, guests P
6 Success: Changes saved Add... |
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Policies

A group can only be assigned to one policy. The policy allows a groups behavior to be controlled.
To create a policy, go to the Policies > Filtering Policies tab and click 'Add Policy'. This screen can
be seen below.

Logged In: admin | Dashboard | Logout

WE B R TITAN Versos 112

License: WTP-1-0050-606730

System Setup | Users & Groups | Policies | Filtering | Updates Settings Reporting | Logs | Support

Filtering Policies ~ Categories

Filtering Policies 9

Page: 1 Entries per page: |25 = Showing 1-4 of 4 items
Policy Description Options
Default Default fittering policy £
Administrators Slightly relaxed policy for administrators V4
Deny everything Policy that blocks everything V4
Demo Policy Demo Policy s X

Add Policy |

When 'Add Policy' has been selected, the policy can then be defined by browsing through the
selection of tabs available such as "Non-working times', 'Categories', "Web-filter', 'File types', 'Safe
Search' and 'Notifications'.

Edit Policy: Demo Policy 9

Non-working times || Categories | Web-filter | Filetypes | Safe search || Notifications | Groups

Mame: |Demo Policy

Description: |Demo Policy

Save |

Once the policy is saved it is immediately available for use by the groups and therefore also by the
users. Best practice might be to create the policies first followed by the groups and then the users.
But this is at the user's discretion.

Rules to remember about users, groups and policies

* Auser can be assigned to one or more groups.

* A group can be assigned to one and only one policy.

» Itis the most permissive setting of the combined policies assigned to a user that will apply.
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Filtering

As mentioned in the introduction, WebTitan operates on a filtering and policy basis. Filtering allows
the WebTitan administrator to operate a blanket approach to all users and groups.

Here the administrator can
* Set up domain properties such as whitelisting and blacklisting.
* Set up Microsoft Update properties.
» Set the score and optionally block specific keywords.
e Set up virus scanning properties.
* Set up file extensions to search for.

* Set up URL redirection.

These options are available via the Filtering tab as can be seen below.

Logged In: admin | Dashboard | Logout

W E B B TITAN Versen: 1.12

License: WTP-1-0050-606730

System Setup | Users & Groups | Paolicies | Filtering | Updates | Settings Reporting | Logs | Support

Domains  Content  Anti-Virus  Extensions  Redirection

Microsoft Updates @
Enable Microsoft updates: ON Disable |

Whitelisted Domains @

Page: 1 Entries per page: I 5 'l Showing 1-1 of 1items
Domain Flags Options
www.google.com Bypass Fiters P

Add... |

Blacklisted Domains @

Page: Entries per page: |5 'l Showing 0- 0 of 0 items

Domain Options

Mo records found.
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Configuring web browsers to use WebTitan

Once WebTitan is installed and configured, Internet browsers can be guided to use WebTitan by
configuring the web browser settings. This can be done by

* Manually setting the proxy configuration®
* Automatically detect the proxy settings for the network **.
* Providing a URL to a wpad.dat file which contains the network proxy settings **

* The default port for the proxy is 8881. It can be changed via System Setup > Proxy on WebTitan.
** See http://webtitan.com/support/documentation for wpad.dat configuration help.

Below is a screen shot of potential settings for the Mozilla Firefox browser.

Connection Settings il

—Configure Proxies to Access the Internet

Mo proxy
" Auto-detect proxy settings for this network
= Manual proxy configuration:

HTTP Proxy: | 10.0.0. 183 Port: 8381

¥ | Wze this proxy server for, &l protocols

551 Proxy: I 10.0.0.183 Port: 88581 :

TP Proxy: | 10.0.0. 183 Port: 8381

Gopher Proxy: I 10.0.0, 183 Paort: 88581

gl 4

SOCEKS Host: | 10.0.0.183 Fort: 8331—

" SOCKSv4  {F SOCKS 5

Mo Proxy for: II:::cth-:ust. 127.0.0.1, 10.0.0.0/24

Example: .mozlla.org, .netnz, 192,168, 1.0/24

* | Automatic proxy configuration URL:

i

| http://10.0.0.183fwpad.dat Reload

Ok I Cancel | Help |
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