
Quickstart guide to Users, Groups, Policies and Filtering

Introduction
WebTitan operates on a filtering and policy basis. Filtering allows the WebTitan administrator to 
operate a blanket approach to all users and groups, whereas the use of policies allows for a tailored 
and more specific control method.

The basic premise of policies in WebTitan is 

• A user is assigned to one or more groups.

• A group is assigned to one and only one policy. 

• It is the most permissive setting of the combined policies assigned to a user that will apply.

This guide outlines how to create and link users, groups and policies. It also demonstrates where 
filtering is set up within WebTitan and concludes with showing how web browsers can be 
configured to use WebTitan.
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Users
Within WebTitan, a user can be created manually or imported from an LDAP server**.

 ** See http://webtitan.com/support/documentation for LDAP server importation details.

Once a user has been created, there are two methods by which an Internet browser can be linked to 
the WebTitan user

• By manually assigning an IP address or range of IP addresses to a WebTitan user.

• By authenticating the Internet browser using one of the following authentication methods

◦ IP based authentication

◦ LDAP  based authentication

◦ NTLM based authentication

◦ IP and LDAP  based authentication

◦ IP and NTLM  based authentication

Manually assigning an IP address

By adding a new user or editing an existing user, a range of IP addresses or a specific IP address can 
be assigned as demonstrated in the screen shot below. 
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Authenticating the Internet browser

WebTitan authenticiation settings are done via the System Setup > Authentication tab. As outlined 
above, there are five available authentication methods. Below is a screenshot of example NTLM 
based authentication settings.

IP, NTLM, IP and NTLM based authentication methods are transparent to the end user, whereas 
with LDAP, the end user will be prompted for their username/password when they open their first 
Internet browser. They will not be prompted after this.
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Groups
Once you have your users created, then you will need to set up your groups. If you have imported 
your users and groups using LDAP, then this will not be neccessary. However, if you have manually 
created your users, or elected to just import your users and not the groups from LDAP, then you will 
need to do this.

Groups are created in the Users and Groups > Groups tab. When a Group is been created, it must be 
assigned to a policy.  If you do not have any bespoke policies created, then you can assign your new 
group to one of three policies provided by WebTitan which are 'Default', 'Administrators' and 'Deny 
everything'.  Any groups imported via LDAP will be automatically assigned the 'Default' policy. 
The screen shot below shows the 'Default' policy been assigned to a new group called 'Demo 
Group'.
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Once you group has been created, a user can be assigned to it or more policies by editing an existing 
user or adding a new one. Simply drag and drop a group from the 'Available' list to the 'Selected' 
list. The screen shot belows shows the 'guests' and 'sales' groups have been assigned to the 'Demo 
Test' user. 

When this assignment is saved, the two groups assigned to the user will be listed beside it as shown 
below.
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Policies
A group can only be assigned to one policy. The policy allows a groups behavior to be controlled. 
To create a policy, go to the Policies > Filtering Policies tab and click 'Add Policy'. This screen can 
be seen below.

When 'Add Policy' has been selected, the policy can then be defined by browsing through the 
selection of tabs available such as 'Non-working times', 'Categories', 'Web-filter', 'File types', 'Safe 
Search' and 'Notifications'.

Once the policy is saved it is immediately available for use by the groups and therefore also by the 
users. Best practice might be to create the policies first followed by the groups and then the users. 
But this is at the user's discretion.

Rules to remember about users, groups and policies

• A user can be assigned to one or more groups.

• A group can be assigned to one and only one policy.

• It is the most permissive setting of the combined policies assigned to a user that will apply.
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Filtering
As mentioned in the introduction, WebTitan operates on a filtering and policy basis. Filtering allows 
the WebTitan administrator to operate a blanket approach to all users and groups. 

Here the administrator can 

• Set up domain properties such as whitelisting and blacklisting.

• Set up Microsoft Update properties.

• Set the score and optionally block specific keywords.

• Set up virus scanning properties.

• Set up file extensions to search for.

• Set up URL redirection.

These options are available via the Filtering tab as can be seen below.
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Configuring web browsers to use WebTitan
Once WebTitan is installed and configured, Internet browsers can be guided to use WebTitan by 
configuring the web browser settings. This can be done by

• Manually setting the proxy configuration*

• Automatically detect the proxy settings for the network **.

• Providing a URL to a wpad.dat file which contains the network proxy settings **

* The default port for the proxy is 8881. It can be changed via System Setup > Proxy on WebTitan.

** See http://webtitan.com/support/documentation for wpad.dat configuration help.

Below is a screen shot of potential settings for the Mozilla Firefox browser.
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