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Introduction

There are 7 easy steps to configuring WebTitancliill be described in further depth in this
guide.

1: Install the License

You require a valid license from WebTitan. This ¢enobtained fromwvww.webtitan.com

2: Wait for the URL Database to Download

Once the license has been installed the URL dagabdisautomatically download. This will take
up to 30 minutes depending on the speed of younextion. The size is roughly 500MB

3: Import Users and Groups from Active Directory or LDAP
You will need the IP address of Active directorfl@AP
4: Create Custom Policies

Initially all groups will be assigned the Defautilipy and if a user is a member of multiple groups
the most permissive policy will apply

5: Set up WebTitan Authentication

For NTLM authentication i.e. Windows Domain Log gou need. Domain Name, Domain
Controller name and IP username and password witicisnt something

6: Automatic Proxy Configuration

User’s browsers can be configured to automatiagdly WebTitan by the Group Policy proxy setting
on your Windows server or using a WPAD file.

7: Check WebTitan is Filtering Traffic
Once you've completed the above steps you can dhatkVebTitan is operating correctly be

viewing real time viewing activity via Reporting $iory.
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WEBTITAN SUPPORT ARE HERE TO HELP
= Web: http://www.webtitan.com/
= Knowledge Basehttp://getsatisfaction.com/webtitan
= Telephone: +353 91 540054
= Email: support@webtitan.com
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1. Install the License

Before WebTitan can be configured to filter welificayou require a valid license. Once you have
received the license by e-mail, you log on to We&dTby first going to the URL you gave to
WebTitan during installation and entering the reegiLogin fields as follows

Administrator: admin
Password: hiadmin

[ Login: N o

Language: |Eng|ish (English) v|

Administrator: | |

Password: | |

Then navigate via the tabs to System Setup -> kiogn Click “Select License File to Import” and
browse to where you have saved the license andcttstnMPORT.

Systemn Setup | Llzers & Groups | Palicies | Filtering | Updates Settings Reporting | Logs | Support

Licensing  Metwork  Authentication  Proxy  Cache  Autoconfiguration  Time  Shutdown/Restart

o

Select license file to import:

-QNote: Listed below are the minimum versions offibllowing browsers required to view the
WebTitan web based GUI

= Internet Explorer 8
= Firefox 3.5

= Google Chrome 6
= Apple Safari 5

= Opera 10.63
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2. Wait for URL database download

Once the license has been validated, WebTitarbedin to download the URL database which
contains a list of millions of URLs and their cabeigation. This is a one-time operation and will
take about 20-30 minutes depending on your Intespeéd. The file size is roughly 500 MB. This a
once off download. The URLs will be updated evaghhwith the download of a smaller file.

System Overview Wied 10 Mo 10:32:50 2010 1]
Hosthame: wehtitan, example.com
| ptirne: 17 mirs
CPU Utilization since last reboot: [ ] 62%a
CPU Utilization: [ ] %,
Processar Type: Intel(R) Pentium(R) 4 CPU 2.00GHz
Processor Speed: 3.1 GHz
Memory: [ ] 31% of S12ME
Swwap: [ 085 of 1024ME
Disk/Cache space: [ ] 18 of 6,86

[

] 56.3%

LRL database: Dowenloading. ..

The status of the database download can be checktt 'System Overview' section of the
Dashboard (The dashboard is available for seleatidime top right of the Ul). When completed,
the version number of the database and date wikap When the download is complete you can
then proceed to configure your user's browserséd\WebTitan as their proxy.

While you are waiting for the URL database downltadomplete you can proceed to step 3.
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3. Import Users and Groups from Active Directory or LDAP

Note: If you will not be using LDAP or Active Direary the instructions to manually set up users
and groups can be found in the administrators guide

You will need the IP address of Active directoryl@AP sever.

LDAP user/group importation

To import users and groups in WebTitan, navigatiaéoUsers & Groups > Users tab which appears

as follows.

System Sebup Usars: & Groups Policies Filering Upndates Settngs Reportng Logz SLpport

Users  Groups

LDAP servers for user/group import L)

Shirwing 0« 0 of 0 fems

Sarvar Base Enlry (OM) Last Irmpodt Crpldns
N records fourd,

Click the 'Add' button under 'LDAP servers for ugesup import'. You will then be prompted to
input the details of your LDAP server. The follogiacreenshot provides a sample entry.

-BPlease note that your password must not contaittticbaracter
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Sample Entry

@ Add LDAP Server »
LDAP server: 10.0.0,150

Base entry {DMN): dc=cormpany, dc=local

Server login user: adrmin@company . Jocal

Server login password: ey

Enable multi-domain support: [ ]

Domain:

LDAP Server Type: Cpen LDAP L
Disable group imports: F]

Enable periodic import:

Import frequency: 24 hours W

Cancel

Note that the following options are available witenfiguring the LDAP server settings which are
as follows

- Enable multi-domain support. i.e. Do you want Weaiito filter web traffic over multiple
domains. Enter the domain name in the succeedimgaiofield.

- LDAP server type. i.e. is it Open LDAP, Active Ditery server or Novell eDirectory.
Disable group imports. i.e. Just import the users.
- Enable periodic imports. i.e. Update WebTitan pidally with any LDAP changes made.

When importing, you can use more specific Basden{DN). The Base entry distinguished name
(DN) as configured on the LDAP server. The entnyasg as the starting point of the LDAP
directory search. E.g.

« Import everything: dc=your.company,dc=local
- Just import a specific user: cn=joe smith,cn=udersjour.company,dc=local
Import an organizational unit: ou=test_org_unit,ymar.company,dc=Ilocal

When the server settings are saved, they are titbrraticated automatically. Upon successful
authentication, the server will then be availableifnportation of users and groups. To import the
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LDAP server users/groups, select the checkbox eeasahd click the ‘Import Users' button as
shown below. Upon successful importation a scraeiies to below will be seen with the users

and/or groups available under the 'Users' secfitineosame tab.

LDAP servers for user/group import

Showing 1-1 of 1 items

Server Base Entry (DM} Last Import Options
[0 100z de=copperf,dc=local 2010-10-15 00:00:01 .
Add...
) Specify group properties ¥
Name: fsales|
Description: |
Disable group: [
Created by LDAP?: TRUE
Filtering policy: | Default j

-BNote: the users imported are automatically assigoéleir associated LDAP server group if
they have been selected for importation also. Atste that any imported groups are automatica

assigned to the 'Default’ policy.
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LDAP Import Trouble Shooting

If you are having issues connecting to your LDAR/ee you can test further by downloading the
free Softerra LDAP server http://www.softerra.com/products.hifhis is a free product for all
types of usage including commercial. You can tlesh ¢onnecting to the Softerra product which
will help determine whether your initial LDAP seijs were correct or if it was an external issue.

The following error codes returned by WebTitan wkahdation of the LDAP settings fails could
be of use.

Error Code Explanation
-1 Server couldn't be reached or port 389 was peinho
-2 LDAP bind error.
-3 Couldn't perform the search.
-4 Possible username/password error.
-99 There's no such server id.

N

Rules to remember about L DAP user/group importation

e You cannot change the names of LDAP imported usegsoups.

e If you delete the LDAP server from WebTitan, aletsand groups associated with that
server will be automatically deleted.

e Users/Groups reimported from an LDAP server byegithanually reimporting them or
through a periodic import will overwrite all charsgmade to the existing users/groups
imported.

e If a user doesn’t have a group it will be in théaddt group all groups will be given the
Default policy initially.
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4. Create Custom Policies

The basic premise of policies in WebTitan is
* Auser is assigned to one or more groups.
* Anpolicy is assigned to a group, each group car leenty one policy.

» By default it is the least restrictive setting loétcombined policies assigned to a user that
will apply although this can be changed to leastygsive policy from the ‘Policies>Global
Settings’ tab.

Group 1 Policy 1
User Group 2 Policy 2
Group 3 Policy 3

This step outlines how to create and link usemsygs and policies. It also demonstrates where
filtering is set up within WebTitan and concludeghwshowing how web browsers can be
configured to use WebTitan.

Policies

A group can only be assigned to one policy. Thépdallows a groups behaviour to be controlled.
To create a policy, go to the Policies > FilterPwjicies tab and click '‘Add Policy'. This screen ca
be seen below.

System Setup Users & Groups Folicies ‘ Filtering Updates Settings Feporting Logs Support
Filtering Policies  Categories  Global Settings

Filtering Policies 9
Page: 1 Entries per page: |23 % Showing 1- 3 of 3 items
Paolicy Desctiption Options
Administrators Slightly relaxed policy for administrators
Default Default fitering policy
Deny everything Palicy that blocks everything
Add Polic:

When 'Add Policy' has been selected, the policytban be defined by browsing through the
selection of tabs available such as 'Non-workinges', 'Categories’, 'Web-filter', 'File types'féSa
Search' and 'Naotifications'.
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MNon-working times || Categories | Web-filker | File types | Safe search | Motifications

Name: Demo Policy

Description: Demo Policy

Groups:

Save

Once the policy is saved it is immediately avaialor use by the groups and therefore also by the
users. Best practice might be to create the pslitist followed by the groups and then the users.
But this is at the user's discretion.

kN

Rulesto remember about users, groups and policies

e A user can be assigned to one or more groups.
e Agroup can be assigned to one and only one policy.

e It is the most permissive setting of the combinelices assigned to a user that will apply
unless you change this option at the ‘Settings ob@ll Settings’ tab.
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5. Set up WebTitan Authentication

WebTitan provides the option to define how usetbenticate themselves to WebTitan before
accessing external web sites.

By default, authentication is disabled, which meiduas any user is accepted by the WebTitan
appliance without authentication. Should authetibogbe required, it can be enabled via the
System Setup > Authentication tab which can be betsw. The method of authentication can be
selected from the 'Policy type' drop down list. VMédn provides 5 methods of user authentication
which are as follows.

e NTLM (NT LAN Manager) based authentication, whishWindows Domain log on.

e |P and NTLM based authentication, in which useesarthenticated by IP or NTLM as
described below.

e | DAP based authentication

e |P and LDAP based authentication, in which useesaathenticated via IP or LDAP
methods as described below.

e |P based authentication

Logged In; admin | Dashboard | Logout

WE B GK—HTAN Version: 3.02
License: WTE-1-0000-499881

System Setup | Users & Groups Policies Filtering Updates Settings Reporting Logs Support

Licensing Metwork  Authentication Proxy Cache Autoconfiguration Time  Shutdown/Restart
Authentication Policy @
Enable Authentication: Disable
Policy type: EIF' based authentication j
Enable IP Session: OFF Enable

Save

IP based authentication and NTLM based authemicatie transparent to the user, whereas LDAP
based authentication will require the user to etiiteir LDAP username/password credentials on
commencing web site browsing. They will only beexsknce for this information.

Below describes how to set up WebTitan for eactediht method of authentication.
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NTLM based authentication

If your network uses NTLM authentication, then MELM users can be transparently
authenticated against the WebTitan web filter usivegr Microsoft Windows credentials when they
log on to the network.

To facilitate NTLM based authentication within Wetah, the following must be done.
- NTLM based authentication must be enabled via trste®n Settings > Authentication tab.
Users must browse using Internet Explorer, Mo#il@fox or Google Chrome.

The screenshot below provides a sample NTLM sex®tting. Authentication of the settings occurs
automatically once the 'Save' button is clicked.

System Setup | Users & Groups Palicies Filtering Updates Settings Reporting Logs Suppaort

Licensing  Metwork  Authentication  Proxy  Cache  Autoconfiguration  Time  Shutdown/Restart

Authentication Policy @
Enable Authentication: ON
Policy type: MTLM based authentication v

Enable IP Session: OFF
NT domain name: campany

Primary domain controller name: DCname

Primary domain controller IP address: 10.0.0.2

Backup domain controller name:

Backup domain controller 1P address:

Username: administrator

password: e

Number of NTLM authenticators: 10 w

If your NTLM server does not authenticate succdlsfine following error codes returned by
WebTitan could be of use.

Error Code Explanation
-1 NTLM authentication isn't enabled.
-2 The username or password was not correct,
-3 Can't connect to domain controllers.
-4 /usr/local/bin/net join command failed with
another reason.
-5 winbindd is not working(wbinfo -p).
-6 winbindd is not working correctly (wbinfo -t).
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NTLM authentication points

* NTLM based authentication will be transparent t® ¢md user.

* NTLM based authentication only works with InterBegplorer, Mozilla Firefox and
Google Chrome.

» Users who do not match any NTLM user account witbanatically be controlled
by the 'Default' policy and will appear in repaatsthe '‘GDefault’ user.

LDAP based authentication

LDAP authentication is suitable for where the userd groups are being managed by an LDAP
server and where it is preferred that the user ewtgr their LDAP username/password credentials
on commencing web site browsing.

To facilitate LDAP based authentication within Wahim, the following must be done.
- LDAP based authentication must be enabled via yiséeg Settings > Authentication tab.
There must be at least one LDAP server specifigdariJsers & Groups > Usetiab*.

« The users associated with the authenticating LD&#®es must be imported into WebTitan*.

Below is a screen shot of LDAP based authenticdtiomed on within WebTitan, which is then
followed by a screen shot of a user being promfiietheir LDAP credentials. They are only
required to enter these credentials once.

WebTitan Quick Start Guide V3.50 13



Logged In: admin | Dashboard | Logout =
WE B BN\ TITAN Versin: 3.02

License: WTE-1-0000-499881

System Setup | Users & Groups | Palicies | Filtering | Updates | Settings Reporting ‘ Logs | Support

Licensing  MNetwork  Authentication Proxy Cache Autoconfiguration Time  Shutdown/Restart
Authentication Policy 4
Enable Authentication: ON Disable |

Policy type: LDAP based authentication j

Enable IP Session: OFF Enable |
1P Session TTL (mins): 10

Number of basic authenticators: |10

@ Success: Authentication policy saved

Authentication Required x|

9. The proxy 10.0.0.182:8881 is requesting a username and password. The site says: ™

y

User Mame: I |

Pazsword: I

QK I Cancel |

If the web user enters an incorrect username @awiasl, then they will receive the following web
page.
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Access Denied

You have attempted to access the following web page:

http-//helpdesk webtitan com/findex. php/tickets

Access has been blocked because:

Authentication failed - username or password incorrect

Management have deemed that access to this web page is inappropriate at this time. Please contact
wour supervisor if you feel that this is incorrect.

Generated on Mor, 23 Nov 2000 15:229:05 +0000

BLDAP authentication points

» LDAP based authentication requires the end usenter their LDAP
credentials

IP based authentication

IP based authentication is only suitable whereugegs have static IP addresses. Also, it is
recommended that either LDAP or NTLM authenticai®osed where LDAP servers are being
used to maintain the users and groups within WehTifo facilitate IP based authentication within
WebTitan, the following must be done.

IP based authentication must be enabled via thiee@ySettings > Authentication tab.

« Users must be assigned IP addresses via the UgBreudps > Users tab. An IP address can
be assigned at the time of user creation or byngdétn existing user. The screen shot below
shows that users can be assigned both a singtidiéss or an IP address range.
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¥ Add User

Username:
Fullname:

Description:

Managed via LDAP:

IP Addresses:

Groups:

|Dema user

|Demo user

|Demo user

No

Add

—

10.0.0.62

5]

10.0.0.130-10.0.0.155

Available

Selected

Default

Administrators

Sin bin

org_group

-BIP authentication points

WebTitan Quick Start Guide V3.50
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6. Automatic Proxy Configuration

Internet browsers can be guided to use WebTitacobyiguring the web browser settings. This can
be done by

e Manually setting the proxy configuration
e Automatically detect the proxy settings for thewmik.
e Providing a URL to a wpad.dat file which contaihe hetwork proxy settings.

Below is a screen shot of potential settings ferMozilla Firefox browser.

Connection Settings |

—Configure Proxies to Access the Internet

" Mo proxy
{ Auto-detect proxy settings for this network
= Manual proxy configuration:

HTTP Proxy: | 10,0.0.183 Fart: 5881—

IV | Use this proxy server, for, &ll protocols

551 Proxy: | 10.0.0.183 Port: 3331—

TP Proxy: | 10.0.0.183 Port: 3331—

daly 4

Gopher Proxy: I 10.0.0,183 Port: 3881 :

SOEKE Host: | 10.0.0.183 Port: 3331

{° 50CKS w4 ¥ S0CKS w5

Mo Proxy for: II::u:aII'u:ust. 127.0.0.1, 10.0.0.0/24

=
e
P

Example: .mozilla.org, .netnz, 192,168, 1.0/24

{* | Automatic proxy configuration URL:

http:/f10.0.0. 133/wpad.dat Reload

Ok I Cancel | Help |

i

Automatic detection and automatic proxy configumatboth require the use of a wpad.dat file.
Example of a Network

User WebTitan Firewall Internet

Loading a wpad.dat file in WebTitan

A WPAD.dat file can be loaded up by WebTitan byngpio the System Setup > Autoconfiguration
tab which can be seen in the screen shot below.
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To create a wpad.dat file, click on the ‘Edititton below the dialogue box, you may now edit its
contents. Copy and paste the wpad file you wiglswinto this box and then click the Séweton
to save these settings to the WebTitan system.

A sample WPAD file with descriptive comments isyaded in the System
Setup>Autoconfiguration tab, which can be editeduib your configuration requirements.

Autoconfiguration “

£ 2
// Sample wpad file. Edit to suit your needs.
Iy

function FindProxyForURLi{url, host) {

// If URL has no dots in host name, send traffic direct.
if (isPlainHostName (host)) {

return "DIRECT";
WPAD Settings: i
// If specifie URL needs to bypass proxy, send traffic direct.
if (shExpMatchiurl, "*domain.com*") ||

shExpMateh(url, "*vpn.domain. com* ")) {

return "DIRECT";

i

/4 If IP address is internal or hostname resolves to internal IP, v
/4 send direct.

A

Automatic proxy configuration URL

Once you have uploaded your wpad file on to WelbTiy@u can set the browser to directly pick up
your proxy configuration by entering the URL for BVétan and the path to the wpad.dat file as
shown below.
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Connection Settings x|

—Configure Proxies to Access the Internet

Mo proxy
" Auto-detect proxy settings for this network
= Manual proxy configuration:

HITF Proxy: I 10.0.0.183 Part: 3881

[¥ | WUse this proxy server, for, all protocols

551 Proxy: I 10.0.0.183 Part: 3881

EIF. Proxy: | 10.0.0.183 Port: 3331—

Eopher Proxy: I 10.0.0,183 Paort: 3881

SOEKS Host: | 10.0.0.183 Port: 8851—

dalaly 4

) 50CKS w4 f*) SOCKS w5

Mo Proxy: for: Ilocalhost. 127.0.0.1, 10.0.0.0/24

Example: .mozilla.ong, .netnz, 192.168.1.0/24

http:ff10.0.0.183/wpad.dat Reload

Ok I Cancel | Help |

i

Auto-detect proxy settings

If you wish the browser to auto-detect the proxyiisgs, you need to amend your DNS settings and
configure an alias for the WPAD entry.

e.g. You could add the following as a DNS alias

10.0.0.131 WPAD

AN
If setting up WPAD using DNS on a Windows Serveun yoay need to remove wpad from the dns
global black list. To check if it's on the bladtlirom a command window on your Windows
Server type: dnscmd /info /globalqueryblocklist

To remove seéttp://technet.microsoft.com/en-us/library/ee64F9628WS.10%29.aspx
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Use Group Policy to set User’s Proxy Settings for | nternet Explorer

On your Domain Controller select the Group Polidit&r, and then navigate to User Configuration
> Windows Settings > Internet Explorer Maintenard@onnection > Proxy Settings, from here
you can configure the IE proxy settings for allngsse your domain.

Links
Click here http://technet.microsoft.com/en-us/library/cc995@68pxfor how to create a
WPAD entry in DNS.
«  Click here:http://support.microsoft.com/kb/9687 &% the effect that a security update has for
DNS settings on Windows 2003 Server.
Click here:http://en.wikipedia.org/wiki/Wpador further information on the Web Proxy
Auto-Discovery Protocol.
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(. Check WebTitan is Filtering Traffic

Once you have completed all the above steps yomaarcheck that your WebTitan installation is
filtering traffic as you intended.

Navigate to the Reports> History tab. Here youdaw a variety of information about the web
traffic being processed by WebTitan as it happewsding the URL's and categories of all web
requests as well as the action taken by WebTitam ueceiving them, i.e. whether a request is
allowed or blocked.

By using this page we can then determine whethéidis being filtered and whether WebTitan is
performing the desired actions when processing negbests.

To determine this, browse to a number of sites feooomputer which is being filtered by
WebTitan, then press ‘Refresh’ in the top rightdhaorner of the tab. If traffic is being filteregl b
WebTitan you should be returned a series of inféionaabout your browsing activity similar to the
screenshot below, indicating that WebTitan is ind@éering web traffic. WebTitan’s response to
web requests can also be used to determine ifiitesang web traffic as intended.

Syslem Sebup Lisdag & Ty Pokg g Filanng Ipdal# aeitinge Fapadmg nge Zuppirt
Hebery  Reports  Schedulsd Repoda
Filters [ Runesh__ | (Rnsatfanm )
Date Llser Source Y A B Category Gl Giroag Cache Hit
-1 0-14 = Al W A Calegoning £ A Googs - [
Paga, 143 == [Enfiries por page: | 50 W Ehorwing 1 - 50 of T3 Barng
Toe .= Use Source P Acson  Deabralion Clegory Freason =] rolp Cache ML
IGOR0E  snonesbbten  I0O0Z5F  Adowed (bt oobanguenes.clenks googiecomths . Smarch Engines ™ Defmit Miss
IS anoneesbothn DOOOS)  Alewsd o bt Rockanpene dhanin g ik Snawth Ergira 5 T Mt
A0E02:53  andheesbiten PO EEY Alownd PR ol bl wambi . vt el i, O Complort Sl T hwoiogy b0 Defai M
{15 et anan-wesbbtan oy b et Pt ot - beggs rembbiter: comgtinde 3 Compuers rad Technoiogy i 1 Dl it Mag
IR, sonssbiten DOGTR Algwed et | fodhargp e chavd y googie comfths Sapch Crapress ™ Cofwit Mg
04 anoreesbiten  [OO0.I53  dAbwed iz ooy syl i _uim.of Bugrenayierviond = el it Fri
IvOZi4d  anercessbbian  DOOURIED C Alowsd heig s (ol i 2o s B Ser e s Dl st Mg
IVDZ4E . snon-meshiban 0BT Al Fbge | v, SRamER B LCOM] Compters o TeChirdgiogy 53T Cwfol Mg
(15 i) At wn (500,55 ] Thocied Fto AN 0,00, 12 Favicor i et Profube sad - Urclysud) a [l it Max
IO ancressbiten DOSOZES  Blocked Urclapaiied Probiied - Urclaseli. 0 Dol sl Migd
00228, snorewsbolen  VOODITSE: A Saaich B & Def Mg
IR0 snon-esbtian LOQUOLIET  Allowes iy Coenpafers and Techroiogy {15] Tl il Mzz
BOMESE . snonbestetan POOODERY  adowed O retpc) et -beagy e sooegagery el Techraioegy 18 Do gt Mgy

By now your WebTitan installation should be up andning. If you encounter any difficulties
please don’t hesitate to contact WebTitan supgaramy of the following means.

= Web: http://www.webtitan.com/

= Knowledge Basehttp://getsatisfaction.com/webtitan
= Telephone: +353 91 540054

= Email: support@webtitan.com
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